
Increasing compliance regulations and 
security concerns make automated, reli-
able and complete tracking of user logon 
and logoff activity essential today. But 
most third-party tools are cumbersome 
to implement and don’t provide the level 
of auditing required to ensure adequate 
accountability of user actions, whether 
on premises or in the cloud. Meanwhile, 
native tools also have serious drawbacks 
when it comes to visibility, alerting, 
auditing and data security.

With Change Auditor for Logon Activity, 
you can promote better security, auditing 
and compliance in your organization by 

capturing, alerting and reporting on all 
AD logon/logoff and Azure AD sign-in 
activity. Track Kerberos, NTLM and 
ADFS authentications to help proactively 
identify vulnerabilities. 

FEATURES 

NTLM authentication auditing — Detect 
applications that are still using less 
secure NTLM authentications.

Golden Ticket detection — Detect and 
alert on common Kerberos authentica-
tion vulnerabilities used during Golden 
Ticket / Pass-the-ticket attacks.

Change Auditor for 
Logon Activity
Alert and report on AD logon and logoffs and Azure AD sign-in activity

BENEFITS:
• Captures, alerts and reports 

on all AD logon/logoff and 
Azure AD sign-in activity

• Tracks both Kerberos and 
NTLM authentications to help 
identify vulnerabilities

• Provides enterprise-wide visibility into 
sessions and logon/logoff and sign-in 
activity (including the start and end 
time), as well as all critical information 
about change events (who, what, 
when, where, and origin/workstation) 

• Automates the collection of multiple 
disparate and cryptic logon events 

• Provides simple, consolidated reports 
for security and auditing purposes

• Send real-time alerts to email and 
mobile devices to prompt immediate 
action, even while you're not on site

• Reduces security risks with the 
ability to alert on failed logons

• Integrates with SIEM solutions to 
forward Change Auditor events 
to Splunk, ArcSight or QRadar

“When something goes wrong, 
managers always ask IT for 
a report on what changed, 
and they need it now. Native 
tools didn’t enable us to 
respond to those requests 
quickly, especially since we 
are a limited IT staff. But with 
Change Auditor, we can start 
pulling up reports right away. 
That's really critical for us.” 

John Eckard, Server Team 
Manager, Howard County

Track hybrid logon/logoff and sign-in activity with detailed session information. Group, 
sort and filter the data to find out who’s logging in remotely and from where.
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Complete user activity auditing —  
Audit the entire timeline of an 
administrator’s activity, from logon 
to logoff and all actions they take in 
between (when combined with other 
Change Auditor modules).

Hybrid security awareness — Report 
on AD user logons and logoffs, and 
correlate with Azure AD sign-ins to help 
identify suspicious activity across your 
hybrid cloud environment. Information 
captured includes the type of logon, the 
IP address and geographical origin, the 
application being authenticated to, and 
whether the attempt was successful.

Normalized 5W audit details — Translate 
cryptic native logs into a simple, normal-
ized format highlighting the who, what, 
when, where and workstation details  
and before and after values. 

Related searches — Provides instant, 
one-click access to all information on 
the event you’re viewing and all related 
activity, eliminating guesswork and 
unknown security concerns. 

Security threat timelines — Enables 
viewing, highlighting and filtering of 
logon activity and related change events 
over time for better forensic analysis of 
events and trends.

Real-time alerts on the move — Sends 
critical alerts on both successful and 
failed logons via email and mobile 

devices to enable fast response to 
security threats, even while you’re off site.

Compliance-ready reporting —  
Simplifies collection of logon activity for 
major external regulations and internal 
security policies. 

Integrated event forwarding — Easily 
integrates with SIEM solutions to 
forward Change Auditor events to 
Splunk, ArcSight, QRadar or any plat-
form supporting Syslog. Additionally, 
Change Auditor integrates with Quest® 
InTrust® for 20:1 compressed event stor-
age and centralized native or third-party 
log collection, parsing and analysis with 
alerting and automated response actions 
to suspicious events.

Hosted dashboard— View all AD user 
logons/logoffs, Azure AD sign-ins 
and Office 365 activity together in On 
Demand Audit, a SaaS dashboard with 
flexible search and data visualization. 

ABOUT QUEST

Quest creates software solutions that 
make the benefits of new technology 
real in an increasingly complex IT 
landscape. From database and systems 
management, to Active Directory and 
Office 365 management, and cyber 
security resilience, Quest helps customers 
solve their next IT challenge now. Quest 
Software. Where next meets now.  

SYSTEM REQUIREMENTS
For complete system 
requirements, please refer 
to the Installation Guide, 
available at support.quest.
com/technical-documents/
change-auditor.
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